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1. Introduction 
 

PEI requests a proposal for supply, design, installation, training and service for the Petroleum 

and Energy Infrastructure (PEI, "the company") fuel inventory management system. 

 

This RFP objective is the execution of a complete project in accordance with the attached 

technical specifications and bill of quantities. 

 

The document includes the system characterization, pilot phase definition and special 

technical specifications.  

 

The inventory management system is required at each of the company's Tank farms and 

pipelines (approximately 24,000 cubic meters), managing the fuel inventory, flows and 

balances throughout PEI. 

There are 8 Tank Farms consisting of 90 tanks, which include 3 main tank farms, 5 secondary 

tank farms and 2 control centers which manage the system. 

 

All pilot definitions and extent of system inplenemtation, including project management, as 

detailed in section 4.1 further in this document, will be applied to all tank farms and inventory 

management, with accordance to the necessary specific alignments for each plant.   

 

The ability of the contractor to perform the project will be tested during a Pilot phase, where it 

will be required to perform all components of the system for two (2) Tank Farms. In favor of 

the Pilot phase, the contractor will be entitled to receive an agreed final sum of payment. In 

case the Pilot phase does not meet PEI requirements, the contractor win of the tender will be 

cancelled. 

 

Section 2.2 in the technical specification describes the configuration of the tank farms. 

 

The introduction includes the Definition of the work and Requirements from the bidder. 
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1.1 Definition of the work and requirements from the bidder  
 

1.1.1 General 

The purpose of the system is to enable continuous monitoring of the company's fuel 

inventory, sorted by fuel type and location, in each of the tank farms, and in the KAMAD 

lines. 

The management will include the execution of balances, which will compare the quantity at 

any given moment to the quantity, at a given previous time, plus the quantity received, and 

minus the quantity supplied. 

The intention is to manage the inventory separately in each of the tank farms, and in 

KAMAD, and to summarize the quantities of the company's inventory. 

 

1.1.2 Inventory Management at the Tank Farm 

At the tank farm, it is required to calculate the fuel inventory at the farm, sorted by fuel type, 

and perform an hourly/daily balance, which checks that the inventory at the beginning of the 

period, plus the inventory received at the farm, minus the inventory supplied from the farm, is 

equal to the inventory at the end of the period. The main amount of fuel at the farm is in fuel 

tanks, a small amount is in the pipe lines. 

 

1.1.2.1 Inventory management in fuel tanks at a distillates tank farm  

The tanks at the farm are fuel type dedicated, each tank contains a specific distillate. Therefore, 

it is possible to calculate the inventory of each type of distillate in the farm.  

The inventory calculation is based on reading the quantity in the tanks, which is done through 

ENRAF CIU888 type hubs. The inventory in the tanks changes as a result of receiving fuel 

from fuel lines, or from marine vessels, or dispensing fuel to fuel pipe lines, to road tankers, or 

to designated pipe lines. 

 

The company request is to: 

• Perform an hourly/daily calculation of the total, sorted by type, amount of fuel in each 

tank, and on the entire farm.  

• Perform an hourly/daily reading of the amount received/distributed from the farm 

using flow meters.  

• Perform a balance of the amount at a previous point in time, plus the difference 

between the receipt, delivery of fuel from the farm and current amount. 

 

1.1.2.2 Inventory management in crude fuel tanks  

Crude fuel is stored at the Kiryat Haim terminal tank farm. 

Inventory management in crude fuel requires reference to the type of fuel. A tabled list defines 

the types of crude fuel. At each tank intake, the volume and the type of fuel are updated, and 

accordingly the percentage distribution of each type of crude fuel in the tank. 

Different types of fuel are mixed, in order to achieve a desired composition of fuel oil. The 

mixing is carried out by flowing between the tanks.  

 

Generally, source tanks contain one type of raw fuel. For the purpose of delivering into the 

customer tank a predefined composition, the various types of fuel that will make up the 
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required mixture at the end of the process are transferred to a mixture tank, that is used for 

pumping out the material into the customer tank.  

It is required to calculate the stocks and types of fuel, and to perform balances that ensure that 

there are no unexplained shortages. 

 

1.1.3 Calculating Line Inventory 

Line inventory is included in two major types: inventory in national fuel pipeline of KAMAD, 

inventory in fuel lines that flow to/from marine vessels. 

 

There are also inventory fuel lines within a farm, and inventory fuel in designated lines that 

flow specific fuel to specific defined customer, which is in the responsibility of the tank farm, 

(not the responsibility of KAMAD). 

National Balance - To the extent that the Commerce Division deems it valuable to calculate 

the total inventory of the company, the quantities in the tank farms and the fuel at KAMAD 

can be combined into a total quantity of PEI, sorted by fuel type. 

 

Fuel lines inside farms contain a known amount of fuel. The total volume of the lines could be 

considered as a tank, which at a starting point, contains defined quantities of each type of 

distillate. During flow, pushing one type of fuel with another can be calculated based on 

receiving tank level and volume of flow for marine lines, dedicated fule type lines and tank 

farm internal lines.  

 

The system should manage the inventory in tanks from data originating from the CIU or data 

entered manually. Managing inventory in pipes will add the system an advantage. In 

managing the flows, it is necessary to consider the amount of material in the lines. 

 

 

1.1.3.1 Inventory Management on KAMAD Lines 

The national lines contain fuel which connect 8 tank farms, two refineries, and several power 

generation stations. The lines are always full, except for specific cases where maintenance work 

is being carried out, or cases of malfunction. The specific cases will require individual manual 

handling. 

The Company proposes to treat the KAMAD lines as a container with a known volume, which 

remains constant over time. It contains the three types of distillates existing in the company, in 

ratios that vary depending on the types of fuel being pumped, at a given time. The goal is to 

continuously monitor the quantity of each type of distillate, within the overall volume of the 

lines, at any given moment. 

It is proposed to begin the calculation at a point in time, at which the quantities of each of the 

distillates within the KAMAD lines were accurately defined. Starting from that point in time, 

conduct measurements, using meters installed at the end of pipe lines, of the quantity and type 

of material entering or leaving at each end point, and thus constantly calculate the quantities of 

each of the distillates in KAMAD. 

 

In addition, it is needed to perform a balance ensuring that all quantities that entered the system 

are equal to the quantities that left it. The system will allow for calculations to be performed at 

any specified time period, and at the beginning and end of each flow from/to KAMAD. 
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Providing managing fuel volume in KAMAD lines is subject to the bidder’s capability and the 

Company's requests to use this capability, this is intended as an optional provision only, as 

implied by Section 13 of the proposal and the technical specifications 

 

 

1.1.3.2 Flowing in marine lines 

Marine lines are multi-product, and they are not completely packed at the end of the delivery. 

The work process is similar to the reception/discharge described for internal fuel lines in a farm. 

 

1.1.3.3 Flowing through dedicated lines 

The dedicated lines are always filled with one type of fuel. It is required that the line is fully 

packed at the end of each flow. When fully packed, the volume is known, and the given volume 

can be added to the total quantity on the farm. 
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2. General Characterization 

 

PEI (the company) owns for many years a flow and tank data and inventory management system 

(ODM) based on Taylor Made software. The ODM software enables the inventory management 

and the execution of balances on inventories in tanks and pipelines, collects information on 

inventory of tanks from the central level measurement system, and flow data received from 

operational controllers via the SCADA system, as well as additional data that is manually 

defined by users in the system. 

 

PEI is interested in replacing the system with dedicated software that will manage the inventory 

in each tank farm independently, will collect information from the tanks, will enable flow 

management in the operational system, and interface securely with the administrative system. 

 

The intention is to use existing off-the-shelf software in the fuel sector, one that was developed 

for the international market, had undergone quality control and is used by a large number of 

customers. The software system should include build-in interfaces to existing measuring 

equipment on the market, issues updates periodically, and is supported by a large and stable 

backup company that can ensure the existence of several years of support. 

 

In order to fit into the method of working in PEI, the system will allow also working in a way 

that does not comply with the CUSTODY TRANSFER settings. 

 

The purpose of the system is to enable balances of quantities received from external suppliers 

(Refineries, EAPC, Marine Vessels), to compare them with the quantities supplied to 

customers, and to manage the differences in the stocks in tanks and in pipelines. 

 

At any given moment, it will be possible to have a balance and ensure that no fuel loss occurs 

in the system. It will be possible to know the exact type of fuel for the stock in the tanks and in 

pipelines  

The system is designed with degrees of freedom such as to allow for updating flow and level 

data manually and retrospectively. 

 

An operational information system regarding fuel stocks in tanks and fuel flows is designed to 

manage flows to/from tanks, collect information, store information, manage process and 

retrieve information later in full or while performing various sections. All system data will be 

available in real time, the data can be changed and edited by system users before, during and 

after the flow is completed.   

It will be possible to edit date data, parameters, quantities, association and grouping of flows, 

change the flow number, change the type of material in the flow, etc. 

Historical data will be available for at least two years for immediate retrieval, and for at least 7 

years in archiving. 
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The system will be built in a way that will allow redundancy for both operation from different 

any of the system componentslocations, and redundancy in the event of a failure in . 

The system should be available to company employees 24 hours a day, 365 days a year, with 

hot backup option. The proposal should include consideration of comprehensive backup solutions 

(Hot/Cold Backup). The company will decide whether to purchase this option and which configuration 

is prefered based on the details presented by the proposer. 

 

The users of the information and management system according to permission level ranking 

are: 

Viewer - permissions to make changesViewer of the system without  

 Dispatchers can change values before approving them -Operator  

Inventory Manager  - Facility managers or those responsible for inventory management 

National Manager - reports andInventory Manager level + access to editing customized  

managing users 

 m system maintenance andThose who perfor -System updates.   

A permission levels are defined 5t least  

 

The main requirements for the system are: 

1. Management of fuel flows, including full characterization of the flow (see  indetails  

the flow management section). 

2. Displaying active flow data and active delivery data and comparing quantities 

3. Displaying all streams in different categories 

4. Collecting tank data from CIU facilities and displaying tank inventory data 

5. mount of fuel of a given type in tank farmsSummary of the total a  

6. Performing a balance on the amount of fuel at the beginning and end of the streaming 

7. View, edit, and print reports of streaming data 

8. Displaying laboratory data received via communication from laboratory in Prtroliun 

refinaries, Petroleum Institute, Chemical testing laboratory  or data manually entered 

into the system. 

9. General settings including parameters, data to be transferred to the customer 

10. Option to display meter data 

11. o some facilitiesCrude oil compositions relevant t  (Terminal for example). 

12. Notifications of  abnormal data in the system, such as a request for streaming approval   

he shipmentlack of data in t  data inconsistency, closing time/opening time.  

Every time a flow is performed, the system must issue a message for approval by the operator. 
Lack of data refers to temperature, tank level etc. The system will alert when there is a 

discrepancy in the data between the opening of the flow and the closing of the flow, such as 

tank levels versus quantities that were flowed, etc. 
13. Flexible sorting and slicing options for displaying any data in the system 

14. Ability to transfer information from the database or access the database for the 

information to other systemspurpose of transferring  

15. Comparing quantities between asource  tank and a collection tank  

 

 

retrieves and processes data from the field and fromThe characterization defines a tool that  

oringvarious systems, while constantly scanning, calculating, and monit . 
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, tabulated data, density andDynamic tank levelsfor: are required A variety of screen displays  

temperature profiles for graphical trend analysis, tank reports and calculations. 

management and reportingQuantity ,  a tandardsnd compliance with cybersecurity s . 

and overfill warnings, leak detectionincluding Accurate and secure inventory data at all times,  

alerts to prevent or mitigate potential disasters, while protecting people and the tank farm 

environment. 

The system will present information in a clear and organized mannertime -real , with a  tool 

decisionsoperational that helps making . 

Accurate and reliable data delivered in the required formats is essential. 

 

A variety of views will be available for inventory management, including but not limited to 

bar graphs, tabular data, tank icons, and a variety of optional modules such as trend analysis, 

report printing etc. 
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3. Configuration and Requirement Specification 

3.1 Data 
• The inventory management system should collect real-time information directly from 

the tank metering heads through ENRAF tank information Unit (CIU) which is the PEI 

company standard. 

• System data must be available and reliable even in cases of communication failure in 

the national network. 

• The system is required to alow the work also not according to the Custody Transfer 

settings, and enable manual completion of missing data including manual update of 

parameters, quantities, date and time if deliveries, delivery numbers. 

• The system will allow for recording a single flow across multiple shipments, 

consolidating multiple shipments into a single master flow with automatic updating of 

physical properties of the selected shipment as the master shipments for all selected 

subshipments. 

 

Once a shipment is designated as the 'master,' the system automatically synchronizes its 

physical properties across all associated sub-shipments. This automation replaces the 

current manual process where operators must manually assign the same identification 

number to different segments of a flow (such as the initial, main, and final stages of a 

pipeline transfer). 

The system consolidates three distinct shipment segments into a single master flow to 

ensure accurate delivery tracking: 

❖ Initial Phase: Material B is pumped into the pipeline, displacing the existing 
Material A into its designated tank. 

❖ Main Phase: The primary volume of Material B is delivered to the customer. 
❖ Final Phase: Material C is used to push the remaining Material B through the 

line to the customer. 

This consolidation allows the system to aggregate the total quantity of Material B 

delivered, while simultaneously maintaining separate records for Material A (displaced) 

and Material C (remaining in the line) 

• allow manual change of tank levels, amount of fuel in theThe system will also  pipeline 

before streaming, amount of fuel in the pipeline at the end of  process, possibility of 

changing parameters depending on the material being flowed. 

• toThe system is required to have the ability  receive manually tory data intolabora  

designated field 

• Ability to define vehicles for crude oil in tanks (required fro the Terminal facility). 

• A meter reading capability is required 
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ENRAF CIU-888 

CIU hubs in the company's tanks are ENRAF. 

CIU Coordinator is a Communication Interface Unit that tanforms the central link between k 

level  and control room systems. The system provides operators withmeasuring devices  

reliable and accurate tank inventory data in real time, 24 hours a day, 7 days a week 

Continuously. 

The CIU scans the data from the level  gauges installed on the tanks. The level gauges measure 

the height of the product in the tank using a Radar or Servo Gauge, and also serve as data hubs 

and density ,, pressurefor additional sensors such as temperature . 

The hub processes the data and calculates the standard inventory at 15 Degrees Celcius, after 

corrections walled tank" according to calibration tables, "floating roof", water level-for a "thin 

at the bottom, temperature, etc. 

 

The CIU , physical data oequipped with tank calibration tables hubs are f  the roof, data reading 

from the measurement heads for level, temperature at 10 elevation points, and water level  

Inventory calculations ementbased on this data within the hub. The inventory managare made  

system  is required  to read the data from the hub, and process it into displays and reports that 

will be used by the company's operations and trading departments. 

The inventory management system must connect to the CIU-888 with firmware version R120 

and will also need to allow for updates to future versions without changing the configuration. 
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3.2 Operational Stations 
 

The system will include user stations as detailed herby: 

 

 

Facility 1Facility 2

Facility 3

18
 km

Facility 5

Facility 6

45
 km

Control 
Center 2

Facility 7

Facility 8

30
 km

Facility 4

44km
70 km

120  km

90 km
95 km

100 km

Control 
Center 1

5 users – all systems
Server
2 Local users

Server
2 Local users

2 Local users

Server
2 Local users

Server
2 Local users

Server
2 Local users

2 Local users

 
 

In each manned facility, that includes tanks, two users stations will be installed for the purpose 

of defining the flows and managing the inventory of that facility. There is a total of seven (7) 

manned facilities and one (1) facility unmanned (Facility 8), plus two control centers. For both 

control centers 5 users are required. Each of these 5 workstations should be defined as a remote user for 

each of the tank farms.  

Each facility requires 2 users with 2 local user computer operating stations except of facility no. 8 which 

does not require a computer station at all. 

•  

• Additional remote user stations will be installed at two (2) of the company's central 

sites, with access to data from all facilities. The information will be transferred over an 

operational network TCP/IT. 

• The system will be connected to tanks in eight (8) facilities, with the possibility of 

expansion for additional tanks: 

- Facility 1 – 16 Tanks 

- Facility 2 – 20 Tanks 

- Facility 3 – 9   Tanks 

- Facility 4 – 26 Tanks 

- Facility 5 – 12 Tanks 

- Facility 6 – 5   Tanks 

- Facility 7 – 26 Tanks 

- Facility 8 – 2   Tanks 
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3.3 Software and Database Configuration  
 

1. WINDOWS 10 AND WINDOWS 11 operating systems. 

2. Preference for database based on SQL SERVER with the ability to perform queries on 

the database. 

3. The system should include reporting tools, preferably SSRS  

4. The system should include a system interface tool )API) in order to extract data from 

the system, or as a lower priority, the supplier will be required to develop a 

mechanism for extracting data according to the company's requirements. 

5. The system will have a secure dedicated and intuitive interface, based on permission 

levels, to allow system administrators to manage and expand the database, add, edit, 

delete (Tanks, Valves, Materials etc.) independently, without the need for intervention 

of an implementer on behalf of the supplier. These changes will be documented in a 

change log mechanism.   

For adding tanks to the system, online tool is preferred, not mandatory. 

3.4 Documentation and Training 
The system will be provided with user manuals guiding for basic configuration and setup.  

Training sessions will be conducted for system users. Implementation support will be included 

after installation at each facility. 

The software vendor as part of the project scope will provide documentation as detailed below. 

 

3.4.1 Documentation 

Documentation will be received as part of the delivery contents: 

• System description according to the project and details characterization 

• System Configuration 

• FDS – Functional Design Specification 

• FAT – Factory Acceptance Test Procedure 

• SAT – Site Acceptance Test Procedure 

• Operation and maintenance manual, including user manual and installation guide 

 

3.4.2 Training 

Training courses will be held during the system acceptance test period, or any other time 

frame coordinated with the supplier: 

• Operator training – one day per system, Onsite training is required. 

Training will include system design principles, configuration, data entered into the 

system, data received from the system, user interface, performing updates  

• Inventory managers training   - total of two days, onsite location will be further decided. 

Training will include system design principles, configuration, data entered into the 

system, data received from the system, user interface, performing updates, changes and 

maintenance.   
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• System Administrators training - total of one day, onsite location will be further decided 

the provider will detail the training course offered. Training will include detailed system 

structure principles; complete training that includes all system functionality, fault 

analysis, system health status testing, how to make changes to the system data, trends, 

reports. 

 

 

3.5 Upgrades, Technical support and Service, Warranty 
 

The inventory management system that will be provided will include a project warranty period 

starting from the completion of site acceptance test (SAT) of the Pilot Project and until all sites 

of the system has been fully installed at PEI. Then, a support and service period will begin. 

 

The hardware and software manufactured by the supplier will be in good working order and 

free from manufacturing defects during all project period after delivery to the site, as well as 

during the service and support period. 

 

3.5.1 Upgrade of Hardware and Software 

The supplier is responsible for up-to-date hardware and software upgrades at a level of N-1 (N 

- the latest hardware and software to the supplier) at any time throughout the service support 

and guarantee period. Hardware replacement and software upgrades will be performed on an 

ongoing basis by the supplier within the framework if the agreement and without additional 

consideration. 

 

3.5.2 Warranty  

The warranty includes periodic verification of data quality. The system will allow manual data 

entry for periods of malfunction or inaccurate data updated or read, and will also consider 

manual data entry for the purpose of performing calculations. 

 

The supplier is responsible for the hardware and software components, and will be required to 

upgrade or replace in case of need according to the system's current status or in any case of a 

malfunction based on required service level. 

 

The supplier will be required to maintain available backup equipment in Israel for immediate 

response in the event of hardware malfunction. 

 

 

3.5.3 Technical Support and Service  

The supplier will work to diagnose and repair the fault according to the following required 

service levels: 

• Critical Fault 

o Definition: A bug that prevents streaming deliveries from being opened 

o Support hours: 24/7, every day of the week 

o Treatment begins within two (2) hours. 
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• Norman Fault 

o Definition: A fault that is not a critical fault 

o Support hours: Sunday- Thursday between 7:00 am and 5:00 pm Israel time 

o Treatment begins within six (6) hours. 

• A professional technical team located in Israel will provide technical support and 

service, and in any case, where according to the company, the malfunction or service is 

required at the company's site, the service will be performed at PEI site. 
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4. Pilot project and Project Management  
 

4.1 The Pilot Project 
 

In order to demonstrate the capabilities to support the connection and reading of relevant data 

from CIU888 hubs, the bidder will be required to connect facilities as detailed in the bid 

documents to the CIU888 hubs. The connection will be performed by a vendor representative, 

who is a professional expert, with at least 3 years of experience in implementing inventory 

management systems of the winning bidder. 

  

The vendor will be required to demonstrate inventory management, including: reading and 

creating trends of level, temperature, gross inventory, net inventory, alerts and morning 

inventory report. 

 

The project will be carried out on a pilot system defined within the framework of this tender 

and at the discretion of the company after notification of the winner. As part of the pilot, the 

following will be required:  

 

4.1.1 Connection to the CIU888 hubs. The bidder  will be able to obtain details regarding 

re and software available in the facility in order to carry out the pilotthe hardwa 

including the necessary preparations 

4.1.2 Accompanying the offering representative throughout the installation and 

configuration of the inventory management system 

4.1.3 reads and calculates, at least, the following data: level A check that the system 

walled tank, floating roof data, gross-temperature, density, calibration data for a thin 

volume, volume at 15OC. This should be from all tanks in the facility, correctly and 

completely.  

4.1.4 f inventory reports for a specified hour in the morning by the company, forCreation o  

each tank and farm, including sorting by fuel type. 

4.1.5 Creating an  interface for meter data, in order to display quantities received by the 

including delivered from the facility to customersfacility, and the quantities that were  

for distribution, for the purpose of displaying and managing the balance of fuel 

receive  and supply  

4.1.6 Creating a  fault report: Includes faults from the measurement system when reading 

data from the tank, and faults in the process. To be specified in detailed design of the 

selected system. 

4.1.7 Building main screens that describe the farm in an appropriate  way and. To be 

developed during detailed design. 

4.1.8 Creating trends and temperature variabilitythat describe the data, including inventory  

in tanks 

4.1.9 Connecting the system to an additional station in the company's offices outside the 

facility, that will be at PEI headquarters in Haifa/Herzliya. 

The awarded company is required to suply the additional client station to headquarters 

in pilot stage. 
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4.1.10 The interface works according to the settings in the Interface section between the 

inventory management system and the company's systems 

4.1.11 Performing acceptance tests according to test documents prepared in coordination 

company with the  

4.1.12 Running the system for 3 months 

 

The pilot project will be completed within a maximum of 5 months. At the end of the period 

ill meet all the requirements described in the abovethe entire system will be assembled, and w 

the project is not completed within the defined timeframe this will sections. To the extent that 

be considered a fundamental breach of the agreement, and PEI will  be entitled to cancel the 

agreement. 

 

The main requirements for the success of the pilot: proper connectivity and infrastructure, 

data and calculations accuracy, flow management consisting of sub-deliveries, report 

generation, user interface screens to the company's satisfaction, successful passage of 

acceptance tests and adherence to the schedule. 

 

 

4.2 Project Management 
 

4.2.1 Project Manager 

The supplier will designate a  project manager who will be responsible for managing on behalf 

of the supplier all phases of the project from the date an order will be delivered until the end 

of the warrenty period for the system, and transfer to support services. The project manager 

will  versed in the-2 projects of a similar size and is wellhave experience in at least  proposed 

system.  The project manager will be approved by the company prior to his appointment as 

project manager.  .The supplier will be required to present to the company the professional 

experience of the project manager candidate. 

 

4.2.2 Pilot and Pilot Management 

Project management will commence with a pilot as detailed herein, at a location defined by 

the client. Following pilot approval, implementation will proceed to all remaining company 

sites. Each phase shall be supervised and controlled by the supplier’s project manager and 

will be executed only upon formal approval of each step by the company. The implementation 

phases are detailed herein: 

A. Formulation of a comprehensive work plan, including a detailed Gantt chart for 

project implementation 

B. Preparation of Functional Design Specification (FDS) and supporting design 

documents 

C. diagramPreparing a configuration  

D. Preparing documents for testing 

E. FAT testing station (simulation)  

F. Acceptance test performance (FAT)  

G. site acceptance check-On  performance (SAT)  

H. Operating a system on site 
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I. Preparation of an operation and maintenance manual 

J. engineers Training of operators and  

K. Start of warranty period 

L. Start of service and support period 

 

4.2.3 Factory acceptance test  (FAT) 

FAT execution process will be documented in accordance with a test document prepared by 

the  supplier prior to the test. All defects will be corrected and, if necessary, an additional test 

will be performed to verify the implementation of all required repairs 

 

The FAT approvedwill be performed according to a procedure determined by the supplier and  

by the company prior to performingthe FAT a system for performing the tests which includes 

software and hardware, will be installed in preparation for performing the tests. 

 

image of measured The supplier will install the system simulation application as well as an 

values, the application server and the work console, so that a comprehensive test of all system 

components will be possible both in the FAT phase of the pilot and in the  FAT phase of the 

project implementation in the company's facilities. 

 

 

4.2.4 Site Acceptance Test (SAT) 

 

SAT testing will be performed by the supplier at the PEI company's facilities, after all 

hardware and software installations have been performed in the field, all required gauges have 

been  connected for display in the proposed system, and the required interfaces for control and 

communication equipment have been installed. 

 

A prerequisite for performing SAT is that a FAT and allinspection has been performed  

subsequent de, and the customer has given approval for thecorrections have been ma 

completion ofthe FAT. 

 

The SAT will be performed according to a procedure determined by the supplier and 

approved by the company prior to performingthe SAT. A system for performing the tests 

which includes  software and hardware, will be installed in preparation for performing the 

tests. 
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5. Information security  
as a closed system and disconnected from theThe system will be installed  internet, at the 

company's facilities and/or at the company's DR (Disaster Recovery) site. 

 

5.1 Access permission 

Permission in the system will be managed using a role-based access control (RBAC) system, 

according to actions for each userwhich will clearly define the permissions and possible  their 

position in  the organization. This solution will be integrated with advanced authentication 

enticationprotocols, including auth  MFA to ensure  maximal security,  and to be approved by 

the company. 

• Permissions setting process  

o The management system will include a user friendly interface for setting 

customized permissions for each user. 

o Permissions will be granted based on role, and can be updated or changed as 

needed. 

• Documentation and access management  

o og system forEvery attempt to access the system will be recorded in a central l  

control  and audit purposes . 

o Alert messages regarding  unauthorized access attempts will be forwardedmultiple  

to information security team. 

• levelsPermission  

o Viewer : View only of  :the system data, without the possibility of changing it

Relevant inventory data, such as the status of the tanks and levels in real time 

o Operator : Viewer level + access to ongoing operations, including starting and 

stopping streams and manually updating shipping and tank data. (Allow at this 

access level to manually enter and update streaming data through the software interface). 

o  Inventory Manager : Operator level + approve data feeds and updates, such as

updating system settings, changing periodic maintenance data, entering new 

incorrect values when necessary. In addition inventory data, and correcting 

inventory managers will be able to create new alerts based on changes in system 

configuration. Access to edit customized reports .  

 National Manager : Inventory Manager level + In addition, national managers will

be able to make structural changes to the system, such as defining new processes 

or updating global parameters. A national inventory manager sees all facilities, an 

inventory manager sees only his facility 

o System Administrator Admin  Performing maintenance and repairs to the 

As well as the ability to manage other usersinformation system software.  

including adding, removing, or changing access permissions for existing users 
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5.2 Work  Environment 

o The supplier will make a testing environment  available to the company for 

for the purpose of troubleshooting and testingupdates and developments, and  

, prior to implementation in thesolutions without affecting the active system  

production environment. 

o A separate development environment     rce code preservation is alsowith sou 

preferred 

o The supplier will maintain the code used by the company for at least one year and 

at least 3 versions back 

5.3 Software updates 
Software updates to the system will be performed in a controlled and secure manner to 

maintain the integrity of the system and data. Key aspects include:  

• Each update will be performed manually using only: Manual and Controlled Update  

secure media, such as encrypted external drives. The process will be fully documented 

d under the supervision of authorizedand will be performe  IT personnel only . 

• Maintenance and Update Cycles: System updates shall be performed during pre-

scheduled maintenance windows outside of critical operational hours. This approach is 

designed to eliminate downtime and prevent interference with ongoing operations 

• : Each software update will undergo a testing process in an isolatedUpdate Testing -Pre 

environment before being implemented in the production environment. The purpose of 

nd proper functioning of the systemthe testing is to verify compatibility a .  

• : Maintaining a history of system versions will allow you to revertVersion management  

to a previous version in the event of a problem or incompatibility. 

• to ensure its authenticity and: Each update file will be digitally signed Digital signatures  

prevent the installation of fake or corrupted updates. 

• : Produce a detailed update report that will include the new version, newUpdate reports  

features, fixed issues, and update status )success/failure). 

• : Use of dedicated tools for managing ande management tools Integration of updat 

time monitoring of the update process-documenting updates, including the option for real . 

• : All update steps will be documented for audit and controlDocumenting actions  

purposes. 

• Maintenance teams will receive dedicated training to perform: ucation Training and ed 

and manage updates in a secure and efficient manner. 

•  

5.4 Microsegmentation 

The systems that will be installed in the company's facilities will be separated from each other 

gment in order to limit communication according to specific protocols andin a separate se 

services required for operation , and the ability to use intrusion detection and prevention 

systems  (IDS/IPS) -multi to identify abnormal activity . As a result, the systems must support a

segment environment that will allow, among other things 
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o Access between components based on predefined permissions. 

o Create anIP- based access policy 

o Constant monitoring of traffic between network segments to identify and 

o attemptsdocument unauthorized access . 

o access policies to certain sections canat certain facilities , In emergency scenarios  

be disconnected or changed to protect critical information, without affecting the 

service of other systems at other facilities 

5.5 Security  Tools 

and data security in a closed To ensure system  environment, the system's andworkstations  

, such asadvanced tools and technologieswill allow the installation of servers : 

• Anti-Virus, XDR, EDR solutions on workstations and servers. 

• security management systems, such asAbility to transfer logs to information  SIEM 

(Security Information and Event Management)  / SYSLOG. 

• Data encryption: Using secure protocols such as SSL/TLS for internal communication. 

• Strong authentication processes MFA  for all system users.  

The proposed solution will be installed on premise at PEI with a closed/on premise 

installation, workstations and servers would be the responsibility of the PEI IT group. 

5.6 Monitoring and Alert 
A. Through the system, the supplier will provide the company with a monitoring tool to 

oversee system performance. This tool will utilize automated features to identify and 

mitigate potential issues before they occur 

B. Maintenance Reports: The system shall enable the generation of periodic maintenance 

reports, providing detailed insights into system status, performance metrics, and any 

identified faults, along with their respective resolution status 

C. The system will issue alerts in the event of abnormal  behavior, to identify faults and 

information security events. (Creating customized alerts for Cyber security in the 

system). 

5.7 Setup and ongoing Support 
A. The system shall be isolated from the Internet and restricted to internal access only, 

with no external connectivity outside the company's premises. 

B. System Installation: The system shall be installed at the company's premises by 

qualified experts designated by the winning bidder. 

C. Support and Maintenance: Support and service activities shall be conducted in 

coordination with company representatives, including provision for secure remote 

access if required 

 

In any other condition, Remote connection is NOT APPROVED. 
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6. Backup and Restore 

Backup and recovery management in the system will be carried out in a planned and secure 

malfunction or loss ofmanner to ensure data availability and rapid recovery in the event of a  

data. 

Notifications, approvals and all tank  information will  d and retained for futurebe recorde 

review and monitoring 

The system will include tools that will allow for the analysis of historical trends (see Section 

7  Reports/Screens ). 

 

Historical data will be at least two years available . 

Historical data will be  kept as an archive for at least 7 years. 

• Automatic backups:  

o The system independently or by aautomatic backup to be performed will allow  

at predefined timesthird party  

o The backup will include all system data, configuration settings, and activity logs. 

• from backupFast data recovery :  

o The system will allow the ability to quickly restore specific data or the entire 

system data depending on the user's needs. 

o The recovery process will be carried out through an intuitive, seamless user 

experience interface and under the supervision of authorized IT personnel only. 

• Historical documentation:  

o Saving all actions taken in the system for monitoring and auditing (AUDITING 

LOG). 
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7. Flow Management 

7.1 Activating Flow/Streaming 
Operational process description: The operator of the company selects a flow in the flow 

management system and in SCADA according to a work preplan, and from lists built into the 

system. He also selects the type of flow, source, destination, flowmeter and product. If the flow 

is from a tank, the system calculates the estimated end level based on the planned quantity. 

 

• Define the flow by selecting source and destination items: Tank, Pipeline, Flow meter, 

Marine vessel, and number of sources or number of destinations.  

• For each source/destination a definition will be made by an operator in a dedicated system 

screen: 

- Flow type: movement (Reception/Dispatch/Simultaneous Reception and Dispatch), 

Flushing, Pushing, Draining, Dispensing, Transfer between tanks. 

- Delivery Number: Automatically assigned by the system. The operator may change it. 

- Quantity setting: when the end of batch is reached, an alert will be generated. 

- Product definition 

• Option to manually enter data (if missing or requires update): 

- Start time, End time (needed in the event that a stream must be opened retrospectively 

for reasons that prevented it from being defined in real time). 

- Tank Level 

- Temperature 

- Density 

- Water Level 

• Flows versus Marine Vessels – enable fields for configuration and display in reports: 

- Name of Marine Vessel 

- Marine Vessel Captain's name 

- Appraiser name 

• Raw Materials – enable to define composition of the product to be flowed when it is 

consisted of more than one raw material. The various components included in the shipment 

will be selected from a pre-defined database list. 

Below is an example of shipment composition: 
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7.2 Flow Process 
• Operator types/selects free text related to required information to be recorded, description 

of data influencing the process as drainage, rain, customer receiving tank, send/receive tank 

(on balance) etc. (The ability to add free-typed text to be saved in the database is required) 

• Receiving real-time data of measurements and values: 

- Flow 

- Level 

- Temperature 

- Quantity 

- Density 

• Receiving alerts from the system, processing alarm confirmation and documenting in 

history:  

- Quantity is approaching target 

- Incorrect Level measurement value 

- Incorrect Temperature measurement value 

- Incorrect Density measurement value 

- Gap between the closing Level of an operation in a tank and the Level of the next 

operation. 

- Communication failure between the system and the tanks 

Incorrect measurement refers to no measurement value is received or the measured 

value is outside the calibration range (OUT OF RANGE)). 

7.3 End of Flow Process 
The following operational screens will be available for the system users: 

• Flow data screen allows for sorting between active flows, complete flows and approved flows. 

• Tank detailed information screen will include data as Max. Tank volume, Tank Temperature 

etc. 
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• Facilitate Manual update of tanks data, system flows and data calculation: 

- Start Time  

- End Time 

- Level 

- Temperature 

- Density 

- Water Level 

- Practical Volume 

- Volume at standard conditions (15OC) 

- Mass 

- Product 

• Facilitate combining of several flows into one stream/batch. From a selected list of streams, 

one will be defined as the primary, the other following flows will be assigned as "son" 

flows, and those will receive the data as material density etc. from the primary flow, so that 

a re-calculation will be performed according to the updated values. This procedure is used 

for the purpose of a flow balance that includes the quantity in the pipeline if the pipe was 

filled with another material before the flow process. 

• Allow for Streaming confirmation 

• Display detailed composition of materials in a tank in volume/mass percentage (%), used 

for crude oil. 

 

7.4 Streaming Confirmation 
Permission required by system screens: 

• Streaming Screen 

- Operator – Start and Stop 

- Facility Inventory Manager – Flow approval.  

(Flow cannot be approved if water level in the tank has not been defined).  

• Shipping Screen 

- Facility Inventory Manager, Trade, National inventory Manager – data editing. 

This screen displays data for one specific shipment: a flow from start to end that includes 

all the flow data, including balances (in contrast to flow screen that displays a number 

of flows in a table according to various breakdowns). 

This screen is intended for users with a higher authorization level above normal 

operation: it is a screen for facility inventory managers, system-wide inventory 

managers, and sales personnel.  

• After the streaming is complete, the system will create an updated file/report of the 

inventory, including the new ratio between the materials. It will be possible to send 

automatically a partial data report to a relevant party. For example, at a shipping terminal 

to refineries, a report of the composition and ratios of materials in a tank will be sent. 

In any case, it will not be possible to send automatically a complete report.  
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• The system will maintain continuity between shipments so that it will not be possible to 

confirm shipment 2 before shipment 1 is confirmed.  
Each shipment must be confirmed upon completion. The intention is not to allow a shipment to be 

confirmed if the shipment that was completed before, is still not confirmed. 

Approval by order should be defined in the software/application and not as an operational 

procedure. 

 

 

7.5 User Interface 
 

The user interface will include screens that display objects or groups of graphic objects, 

windows, dialog boxes, symbols, colors and more. 

 

 

7.5.1 Tanks Graphical Display 

A graphical display screen of all the facility's tanks on one screen will allow filtering by type 

and sort by columns. From this screen, it is possible to access an individual display of each of 

the tanks 

This graphical display shows data for a group of tanks or data for a single tank. Examples of these 

screens may be displayed in the existing system. 

 

The system will allow adjusting the display as follows: 

- Selection of table columns  from a pre-defined list 

- Sort table rows by selected column 

- Manual update for each column 

- Tank Groups – A screen tailored to each user that will display the tank group relevant to 

their work. 

- Maintining company standartization in all aspects of data presentation, including colors, 

symbols etc. 

 

7.5.2 Streaming 

 

- Graphical/Tabular display of all active streams in one tabular screen that can be sorted by 

columns. 

- Graphical/Tabular display of all active flows and completed and approved flows. 

- Clicking on the streaming pipeline will open a detailed streaming screen, from which it will 

be possible to manually update all data, including start date, as long as the streaming is not 

in the "Approved" status. 

- Manually updated data will be displayed next to the original data on the screen 

- A search/filter tool will allow to find a streaming/or stramings by: shipment number/flow 

no. source/destination/material/type/time range of start or end. 

- Manually updated data will be displayed next to the original data on the screen. 
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Manual updating refers mainly to flow times, quantities, levels, temperature, amount of water, etc. 

It is clarified and empahized that the requested will be specified in the detailed design of the selectd 

system. 

- The screen will include the following columns: 

o Streaming Number 

o Streaming Type (Reception, Transfer, Shipment etc.) 

o Source Tank 

o Destination Tank or other 

o Start time 

o End time 

o Streaming Status 

o Approval Status 

 

 

7.5.3 Materials 

 

At the appropriate permission level, it will be possible to define/add/update the list of materials 

in the system. 
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8. Reports 

The system will include options for automatic generation of Reports that carry a digital 

signature or other confirmation of Custody Transfer. 

The system will allow for adjusting report fields, and defining additional reports. Report 

generation will be possible at several definition levels such as regular data report, comparative 

report, internal report and customer report. Reports will include data of report for inflow, 

shipment tank movements, etc, 

Required reports include: 

• Shipment Report: For each selected tank specify the source of the flow and the destination 

of flow for start and end data: start time, end time, Level, Water Level, Temperature, 

Density, actual Volume, Water Volume, Volume at standard conditions (15OC), and Mass. 

In addition, document any manual data update, malfunctioning measuring device in the 

tank, starting the streaming after it had actually started etc. Allow data to be retrieved for a 

flow meter for a source or destination that is not a tank. 

• Daily Tank Report: Will be automatically generated at a selected time for the last 24 hours 

(in most facilities it will be generated at 05:00 am, for distribution at 03:00 am). The report 

will detail the data for each tank in the facility and includes: Tank no. Product, Level, 

Temperature, Density, Volume, Volume at standard conditions (15OC), Mass, and Height 

daily difference. The difference indicates the movement in the tank for the last day. 

• Daily Tank Monitoring: A report in tabular format records the tank daily data, each row 

created every hour. The report may be generated for a flexible selection of date and time 

range.  Default – generate a report with data from the last 24 hours. The report will list tank 

data: Tank no. Product, Level, Temperature, Density, Volume, Volume at standard 

conditions (15OC), and Mass 

• Manually Update Values: allow for manually update of all values that appear in the report. 

The manual update will be documented in a separate pipeline and will only be performed 

by those with appropriate authorization level. All manual updates are recorded and saved 

in the system.  

• Tank Farm report – The amount of each type of fuel that was in the tank farm 24 ago. The 

report details the amount of fuel that was received at the tank farm in the last 24 hours, the 

amount delivered to customers and the amount available at 05:00 today. Report includes 

differences in balance.  

• Reports will be prepared in English for the benefit of international suppliers and appraisers. 

Preferably to have reports also in Hebrew, the native language of most company's 

employees. 
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